
Data Protection – Your Personal Data is Safe

We are aware that recent events highlighted in the media concerning 
sharing your personal data may have left you confused and worried.

This has led to a rise in the number of queries asking us who we actually 
share your personal data with, do we have the rights to and can we trust these 
external organisations to look after your personal data.

We would like to assure you that as a practice we take your personal data 
very seriously and we have certain processes in place to make sure your 
personal data is in safe hands at all times.

 As a practice we must adhere to UK Data Protection laws, the UK General 
Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, both 
pieces of legislation are around to make sure we look after your data. Where we 
do not follow any part of the Data Protection laws we are at risk of being 
investigated by the Information Commissioner’s O�cer (ICO) on your behalf, 
and possibly being issued with a fine or warning. The ICO is an independent 
advisory body who report directly to Parliament and make sure your rights 
around your personal data are protected.

To help us keep on track and make sure we abide by these laws we complete 
something called the Data Security and Protection Toolkit (DSPT) that 
incorporates the laws. It helps us measure how we are doing and keeps us in 
line with the law and we are required to complete this annually.

There will be times when we have to share your personal data with external 
organisations / companies in order to provide you with the care you need. 
However, we only do this where we need to, where we have a legal reason to do 
so and when we are happy they will continue to safeguard your personal data. 
An example would be the Clinical IT system we use that holds your medical 
records, this is supplied by an IT company who will host your personal data to 
enable us to use the system. 

In any event where we share your personal data we will conduct the 
necessary Data Protection checks with the external organisation. Like us, they 
are required by data protection law to provide us with relevant assurances 
that any personal data we share with them will remain secure. Under the UK 
GDPR they are required to provide us with documents to assure us and this will 
include contracts which must include UK GDPR clauses. If an organisation does 
not process your personal data in line with law they too will be investigated by 
the ICO. 



We cannot share your personal data without a legal basis, which means we 
cannot give your personal data to anyone ‘just because’ they want it. The UK 
GDPR sets out 6 legal bases we can use, the most common one you would have 
heard of is ‘consent.’ Consent is not often used in healthcare and where we are 
using your personal data for direct care, it just would not work and the UK 
GDPR recognise this so we apply a legal basis called ‘public tasks.’ Public tasks 
covers the use of personal data where it relates to either being in the interest 
of the patients care or the public interest. This means that we do not need to 
ask for your consent, although we are obliged to be open and transparent with 
your personal data which we do via our Privacy Notice.

We certainly will not sell your personal data to anyone.

When we share your personal data we need to abide by the UK GDPR 
principles, one of which is called ‘data minimisation’ – this means we can 
legally only share what is relevant and necessary for the task.

Finally along with completing the DSPT (as mentioned above) where we 
have any data protection concerns or need advice we have a dedicated 
Information Governance team who are on hand to guide us through the do’s 
and don’ts.

I hope this information has provided you with assurance that we take the 
necessary steps to make sure your personal data is safe when in our care and 
that where we share your personal data we do so only if the law allows us to.

How sharing patient data with NHS Digital helps the NHS and you:

The NHS needs data about the patients it treats in order to plan and deliver 
its services and to ensure that care and treatment provided is safe and 
e�ective. The General Practice Data for Planning and Research data collection 
will help the NHS to improve health and care services for everyone by 
collecting patient data that can be used to do this. For example patient data 
can help the NHS to:

GP practices already share patient data for these purposes, but this new 
data collection will be more e�cient and e�ective.

monitor the long-term safety and e�ectiveness of care
plan how to deliver better health and care services
prevent the spread of infectious diseases
identify new treatments and medicines through health research



We have agreed to share the patient data we look after in our practice with 
NHS Digital who will securely store, analyse, publish and share this patient 
data to improve health and care services for everyone. This includes:

This means that we can get on with looking after our patients and NHS 
Digital can provide controlled access to patient data to the NHS and other 
organisations who need to use it to improve health and care for everyone.

Contributing to research projects will benefit us all as better and safer 
treatments are introduced more quickly and e�ectively without compromising 
your privacy and confidentiality.

NHS Digital has engaged with the British Medical Association (BMA), Royal 
College of GPs (RCGP) and the National Data Guardian (NDG) to ensure 
relevant safeguards are in place for patients and GP practices.

To view further information please click here to navigate to the NHS Digital 
Webpage which provides up to date information on the Data Collection.

Opting out of NHS Digital collecting your data

If you wish to register a Type 1 Opt-out with your GP practice before data 
sharing starts with NHS Digital, this should be done by following the 
instructions on the NHS.UK website, on the links above.

If you do not want NHS Digital to share your identifiable patient data with 
anyone else for purposes beyond your own care, then you can also register 
a National Data Opt-out.

 

Learn more from NHS Digital here:

https://digital.nhs.uk/data-and-information/data-collections-and-data-
sets/data-collections/general-practice-data-for-planning-and-
research/transparency-notice#purpose-of-this-transparency-notice

informing and developing health and social care policy
planning and commissioning health and care services
taking steps to protect public health (including managing and monitoring 
the coronavirus pandemic)
in exceptional circumstances, providing you with individual care 
enabling healthcare and scientific research

http://www.bma.org.uk/
http://www.rcgp.org.uk/
http://www.gov.uk/government/organisations/national-data-guardian
https://digital.nhs.uk/data-and-information/data-collections-and-data-sets/data-collections/general-practice-data-for-planning-and-research/transparency-notice
https://www.nhs.uk/your-nhs-data-matters/
https://digital.nhs.uk/data-and-information/data-collections-and-data-sets/data-collections/general-practice-data-for-planning-and-research/transparency-notice#purpose-of-this-transparency-notice

